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Managed Detection and Response (MDR), Managed Risk (MR), and/or 
Managed Security Awareness (MA) 

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL 
MEASURES TO ENSURE THE SECURITY OF THE DATA 

 
Arctic Wolf (“Data Importer”) has implemented and will maintain the following security measures for the 
protection of Personal Data (as defined in the Data Processing Addendum), which in conjunction with the 
security commitments in the Addendum and the General Terms are Arctic Wolf’s responsibilities with 
respect to the security of Personal Data delivered by a Customer (“Data Exporter”) for the above named 
Products for Arctic Wolf’s delivery of such Products. 
 

1. Logical Access Controls: Data Importer shall employ effective logical access control measures 
over all systems used to access, create, transmit, or process Personal Data, including but not 
limited to:  
a) User authentication must use unique identifiers (“User ID’s”) consistent with individual 

accountability and a complex password. 
b) Prohibition of clear-text credentials must be enforced. 
c) User access rights/privileges to information resources containing Personal Data must be 

granted on a need-to-know basis consistent with role-based authorization. 
d) User access must be removed immediately upon user separation or role transfer eliminating 

valid business need for continued access. 
e) Default passwords and security parameters must be changed in third-party 

products/applications used to support Personal Data and systems for the performance of the 
Solutions under the Agreement. 

f) Two-factor authentication shall be used to secure all remote administrative access. 
 

2. Network Security Architecture: Data Importer shall employ effective network security control 
measures over all systems used to create, transmit, or process Personal Data including but not 
limited to: 
a) Firewalls shall be operational at all times and shall be installed at the network perimeter 

between Data Importer’s internal (private) and public (Internet) networks. 
b) Properly configured and monitored IDS/IPS (Intrusion Detection/Prevention Systems) must 

be used on Data Importer’s network. 
c) Secure channels (e.g., SSL, SFTP, SSH, IPSEC, etc.) must be used at all times. 

 
3. Physical Security: Data Importer shall maintain servers, databases, and other hardware and/or 

software components that store information related to Data Exporter’s business activities in an 
access controlled and consistently monitored Data Center secured by appropriate alarm systems, 
which will not be commingled with another unrelated party’s software or information.  The facility 
storing Personal Data must follow best practices for infrastructure systems to include fire 
extinguishing, temperature control and employee safety. 

 
4. Risk Assessment/Audit: At no additional cost Data Importer shall provide Data Exporter with 

results of a current security assessment by an accredited third party (e.g., SSAE 16-Type II 
reports, ISO 27001 certification, penetration test report etc.). 

  
5. Security Policy:  Data Importer maintains and enforces security policies consistent with all legal 

and privacy requirements applicable to Data Importer as a provider of the Solutions. 
 

6. Training and Awareness:  Data Importer shall provide necessary training to ensure security 
awareness in Data Importer personnel that are directly or indirectly engaged in handling Personal 
Data and systems for the performance of the Solutions, onsite or remotely.   

 



7. Protection of Personal Data:  In addition to what may be described in the Agreement, where 
applicable, Data Importer agrees to protect Personal Data as it would its own.  For purposes of 
clarity, Data Importer agrees to adhere to the following controls surrounding the use and 
protection of Personal Data: 

a) Clear text (ftp, telnet, etc.) protocols may not be used to access or store Personal Data.  
b) Personal Data stored at rest must be encrypted with key sizes of 256-bit for symmetric 

and 2048-bit for asymmetric encryption. 
c) Personal Data may not be copied, sold or used for solicitation purposes by the Data 

Importer or its business partners.  Personal data may only be used in conjunction with 
and within the scope of the Agreement. 

d) Personal Data must be segregated from other Data Importer customers, systems, or 
applications unrelated to Data Exporter.   

 
8. System Monitoring: Data Importer shall regularly audit and monitor information systems 

processing of configured Data Exporter’s business activities to ensure the protection of Personal 
Data. Data Importer must have defined processes for security alerting, escalation and 
remediation that are consistent with the Solutions procured pursuant to the Agreement.   

 
9. Vulnerability Management Controls: Data Importer shall employ effective vulnerability 

management control measures over all its systems used to perform the applicable Product and 
that are used to create, transmit, or process Personal Data, including, but not limited to: 

a) Conduct vulnerability scans of their network to ensure no critical security vulnerabilities 
remain unresolved post 30 days. 

b) Deploy and maintain currency of up-to-date commercially available anti-virus, anti-spam, anti-
malware software on all information system components used for the purpose of managing 
Personal Data. Additionally, provide for regular scanning for viral infections and update virus 
signature files frequently. 

c) Maintain a standard patch management process and practice to ensure the protection of any 
devices used to access, process or store Personal Data. 

d) Within 72 hours of confirmed fraudulent or malicious activity occurring on the Data Importer 
Solution, to inform the Data Exporter team about the activity to the extent it results in or may 
result in an unauthorized use or disclosure of Personal Data.  Any request by the Data 
Exporter team for information will be provided to Data Exporter within two hours, to the extent 
known by Data Importer. 

e) Any security breach that involves Personal Data must be reported to Data Exporter without 
unreasonable delay.  Data Importer shall immediately perform a root cause analysis as well 
as provide detailed information about measures taken by the Data Importer to prevent future 
breaches.  All efforts to rectify or resolve the situation must include subsequent and regular 
notification for the reported incident. 

f) Data Importer agrees to provide full cooperation with Data Exporter and in the event of a data 
breach involving Personal Data including, but not limited to:  server log information showing 
network and application traffic. 

 
10. Data Destruction: Data Importer shall ensure that residual magnetic, optical, or electrical 

representation of Personal Data that has been deleted may not be retrieved or reconstructed 
when storage media is transferred, become obsolete or is no longer usable or required by Data 
Exporter. 

a) Data Importer data retention and destruction must comply with applicable laws or regulations.  

b) Personal Data stored on Data Importer media (e.g., hard drive, optical discs, digital media, 
tapes, paper, etc.) must be rendered unreadable or unattainable using the NIST Guidelines 
for Media Sanitization (Special Pub 800-88), prior to the media being recycled, disposed of, 
or moved off-site. 



  



IR JumpStart Retainer (IRJS), Cyber Defense Operations Services (CDO), 
Cyber JumpStart Portal, Incident Response Services 

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND 

ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA 

 

Arctic Wolf (“Data Importer”) has implemented and will maintain the following security measures for the 
protection of Personal Data (as defined in the Data Processing Addendum), which in conjunction with the 
security commitments in the Addendum and the General Terms are Arctic Wolf’s responsibilities with 
respect to the security of Personal Data delivered by a Customer (“Data Exporter”) for the above named 
Products for Arctic Wolf’s delivery of such Products. 
 

1. Logical Access Controls: Arctic Wolf shall employ effective logical access control measures 
over all systems used to access, create, transmit, or process Personal Data, including but not 
limited to:  
a) User authentication must use unique identifiers (“User ID’s”) consistent with individual 

accountability and a complex password. 
b) Prohibition of clear-text credentials must be enforced. 
c) User access rights/privileges to information resources containing Personal Data must be 

granted on a need-to-know basis consistent with role-based authorization. 
d) User access must be removed immediately upon user separation or role transfer eliminating 

valid business need for continued access. 
e) Default passwords and security parameters must be changed in third-party 

products/applications used to support personal data and systems for the performance of the 
Services under the Agreement. 

f) Two-factor authentication shall be used to secure all remote administrative access. 
 

2. Network Security Architecture: Arctic Wolf shall employ effective network security control 
measures over all systems used to create, transmit, or process Personal Data. including but not 
limited to: Secure channels (e.g., SSL, SFTP, SSH, IPSEC, etc.) must be used at all times to 
transmit data over public networks. 

 
3. Physical Security: Arctic Wolf shall maintain servers, databases, and other hardware and/or 

software components that store Personal Data in an access controlled and consistently monitored 
data center(s) secured by appropriate alarm systems, which will not be commingled with another 
unrelated party’s software or information.  The facility(ies) storing Personal Data must follow best 
practices for infrastructure systems to include fire extinguishing, temperature control and 
employee safety. 

  
4. Security Policy:  Arctic Wolf maintains and enforces security policies consistent with all legal 

and privacy requirements applicable to Arctic Wolf as a provider of the Services and the specific 
Personal Data required to deliver the Services. 

 
5. Training and Awareness:  Arctic Wolf shall provide necessary training to ensure security 

awareness in Arctic Wolf personnel that are directly or indirectly engaged in handling Personal 
Data and systems for the performance of the Services, onsite or remotely.   

 
6. Protection of Personal Data:  In addition to what may be described in the Agreement, where 

applicable, Arctic Wolf agrees to protect Personal Data as it would its own.  For purposes of 
clarity, Arctic Wolf agrees to adhere to the following controls surrounding the use and protection 
of Personal Data: 

a) Clear text (ftp, telnet, etc.) protocols may not be used to access or store Personal Data.  
b) Personal Data may not be copied, sold, or used for solicitation purposes by  Arctic Wolf 

or its business partners.  Personal Data may only be used in conjunction with and within 



the scope of the Agreement. 
c) Personal Data must be segregated from other Arctic Wolf customers, systems, or 

applications unrelated to Customer.   
 

7. System Monitoring: Arctic Wolf shall regularly audit and monitor information systems which 
process Personal Data to ensure the protection of the Personal Data. Arctic Wolf must have 
defined processes for security alerting, escalation and remediation that are consistent with the 
Services procured pursuant to the Agreement.   

 
8. Vulnerability Management Controls: Arctic Wolf shall employ effective vulnerability 

management control measures over all its systems used to perform the Services and that are 
used to create, transmit, or process Personal Data, including, but not limited to: 
a) Within 72 hours of confirmed fraudulent or malicious activity occurring in Arctic Wolf’s 

systems used to process Personal Data, Arctic Wolf will inform the Customer team about the 
activity to the extent it results in or may result in an unauthorized use or disclosure of 
Personal Data.  Any request by the Customer team for information will be provided to 
Customer within two (2) hours, to the extent known by Arctic Wolf. 

b) Any security breach that involves Personal Data must be reported to Customer without 
unreasonable delay.  Arctic Wolf shall immediately perform a root cause analysis as well as 
provide detailed information about measures taken by the Arctic Wolf to prevent future 
breaches.  All efforts to rectify or resolve the situation must include subsequent and regular 
notification for the reported incident. 

c) Arctic Wolf agrees to provide full cooperation with Customer and in the event of a data 
breach involving Personal Data. 

 
9. Personal Data Destruction: Arctic Wolf shall ensure that residual magnetic, optical, or electrical 

representation of Personal Data that has been deleted may not be retrieved or reconstructed 
when storage media is transferred, become obsolete or is no longer usable or required by 
Customer. 
a) Arctic Wolf data retention and destruction must comply with applicable laws or regulations.  
b) Personal Data stored on Arctic Wolf media (e.g., hard drive, optical discs, digital media, 

tapes, paper, etc.) must be rendered unreadable or unattainable, prior to the media being 
recycled or disposed. 
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